The security of GRID routing protocol based on location information in mobile Ad Hoc networks needs to be verified, so a formal method is introduced to achieve this goal in this paper. Based on BAN logic, this method also combines the characteristics of Ad Hoc network routing protocal. The analysis results show that the protocol has security vulnerabilities in the route maintenance phase which cannot be pinpointed. From the analysis results, this method is proved to be effective and lay the foundation for the improvement of GRID protocol in the future.
1.Introduction
Mobile Ad Hoc network is a group of mobile nodes with wireless devices autonomous network. The GRID protocol [1] is a complete routing protocol based on location information. The location information is used to solve three key problems: finding routes, forwarding data packets and maintaining routes. The routing protocol security is the basis of the entire network security. The adoption of formal methods in recent years has found a flaw in the protocol that has never been discovered before, and thus attracts more and more attention. Formal analysis is a comprehensive and effective way to test the security of protocols. The BAN logic [2] is a milestone in analyzing security protocols proposed by Burrows, Abadi and Needham. It is a logic analysis based on knowledge and belief. Through the reception and sending of messages during the operation of the authentication protocol, it gradually evolves from the initial belief to the goal of agreement operation.
At present, the analysis of security protocols mainly adopts informal methods mainly relying on the subjective experience of analysts. However, it is difficult to find some hidden defects and vulnerabilities. Ying-Long Wang [3] and others used BAN logic to verify the security-aware adaptive DSR (SADSR) protocol and provided a method reference.
In recent years, few scholars have verified the safety of GRID routing protocol by formal analysis. Therefore, this paper combines the characteristics of Ad Hoc networks to reasonably formalize the routing protocols. This article firstly introduces the BAN logic analysis method, then briefly explains the GRID routing protocol, and shows how it is used based on BAN logic. Finally, draw the conclusion.
BAN Logic
BAN logic objects include Principals, Keys, and Formulas. Formulas are also known as Statement Live statements. In general, P,Q and R represent the main variables, K represents the key variable, X and Y represent the formula variables. Let A and B denote two common subjects and S indicate the authentication server, NA and NB represent random number respectively. KAB, KAS and KBS represent the shared keys, KA and KB indicate publice keys and KA -1 and KB -1 are the corresponding private keys. H(X) represents a one-way hash function of X.
Symbol
The BAN logic contains a conjunction, as expressed in the commas; in addition, it defines the following logical notation: P |≡ X :P trust X; (2.1)
(2.2) P |⇒ X :P has the right to arbitrate X; What needs special attention here is that P once said that X did not mean P believed X.
Rules
There are almost 19 rules of BAN logic, the commonly uesed are as follows:
R1:
If P believes K is a shared key of P and Q, and P has received message {X} K encrypted with K, P believes that Q has sent message X.
Similarly, in case of a public key and a shared secret, the following inference rules R2.
R2
:
If P believes fresh X, P believes Q have transmitted X, then P believes that Q believes X.
R4:
P |≡Q|⇒ X , P |≡Q |≡ X P |≡ X If P believes Q has to arbitration for X, P believes that Q believes X, then P believes X.
R5:
P |≡Q|∼( X , Y ) P |≡Q |∼ X If P believes Q has sent a message (X, Y), P believes that Q has sent the message X.
R6
If P believes X is fresh, P believes that (X, Y) is also fresh. According to Ad Hoc network routing protocol features, we demand to add a rule:
R7:
If P believes that R believes the message (X, R), P believes that R forwards message X and adds its own address R, P believes X, so P believes (X, R).
3.GRID Routing Protocol Security Analysis

Analytical Method
To analyze the security of the routing protocol, the method is based on the BAN logic general analysis of the protocol and combined with the characteristics of MANET route protocol . This method is shown as follows:
Analysis Steps
The general steps for analyzing protocols using BAN logic are as follows: 1) Formalize the protocol according to the rules of BAN logic; 2) Determine the protocol's initial assumptions and security goals, and use logical notation to represent;
3) Establish the initial logic inference rules and assumptions, for each message protocol reasoning, if the introduction of security objectives, the protocol in this method is safe, otherwise it is unsafe, then analyze the defects and redundancy of protocol according to reasoning process,.
Agreement Formalized
MANET routing protocols can be divided into two basic sub-protocols: the route discovery sub-protocol and the route maintenance sub-protocol. In addition, in some routing protocols, such as ARAN [4] , neighboring nodes need to authenticate each other. Therefore, the entire routing protocol can be divided into the following three sub-protocols:
Sub-protocol 1: Authentication of neighboring nodes and node and server authentication A->B: Message1 B->A: Message2 Sub-protocol 2: Route discovery process In some routing protocols, such as DSR [5] , in addition to the destination node which sends a route response message, the intermediate node can also send the routing response message. Therefore, the route discovery sub-protocol may be further divided into the following two sub-protocols:
Sub-protocol 2. In the actual routing process, the number of intermediate nodes is uncertain, but the messages they send are formally consistent, so they need not be formally expressed in terms of their form. Considering the generality of the routing process and analysis of the convenience, the number of intermediate nodes in the formalization reduced to two. Data in Subprotocol 2 indicates that the routing protocol sends encapsulated upper layer protocol packets.
The specific routing protocol does not necessarily include all three sub-protocols, only consider the security of the sub-protocol used when analyzing its security.
Safety Goals
The general form of security objectives in BAN logic is as follows:
A |≡X , B |≡ X , A|≡B |≡X , B |≡A |≡X According to the different purposes of each sub-agreement, their corresponding security goals are also different. For the subprotocols 2 and 3, the route discovery and maintenance process, if path information appears in the routing protocol packet, the formula X is A, R1, R2, B; if path information does not appear in the message, X is a hop count or a random number N.
For Subprotocol 1 the authentication between nodes, does not require verification, and the security goal can be defined as follows:
Formal Analysis of GRID Protocol
The formal methods are used in the following GRID protocol for security verification. GRID protocol borrows the basic procedure of route discovery and route maintenance in AODV protocol [6] . There are three types of control frames: RREQ, RREP, and RERR. Two important protocols are Path Discovery and Route Request. The intermediate forwarding node is a gateway selected by the gateway selection protocol and performs an intermediate forwarding operation. Only the node that becomes a gateway of the mesh needs to process and forward the request packet related to the routing.
Formal
The GRID contains only Sub-protocols 2.1 and 3. The authentication of a node is performed offline and the intermediate node cannot send routing reply packets. To verify the validity of the above method, it is assumed that Sub-protocol 1 and Sub-protocol 2.2 are also used in GRID. The messages in subprotocol 1 adopt authenticated routing for ad hoc networks (ARAN). The messages in Subprotocol 2.2 are constructed according to the messages in GRID. The specific form is as follows: 
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Initial Assumption
Since the management of keys in GRID takes an off-line approach, the following assumptions and freshness assumptions can be made:
Analysis and Reasoning
According to the assumptions and rules, respectively, all the reasoning of the news is listed as follows:
For Message1:
Corresponding, for Message2: 
Analysis Results
From the above analysis we can see:
1) The hash key Kh and digital certificates Ks have no effect on the security of the protocol. During the routing reply, the digital signature of the intermediate node does not contribute to the security. Therefore, it is assumed that the sub-protocol 1 and sub-protocol 2.2 existing in GRID do not affect formal analysis.
2) The authentication between nodes is safe under this method and achieves the safety goals.
3) For the route discovery process, we can draw In summary, the Subprotocols 1 and 2 in the GRID protocol are secure under this method, and the subprotocol 3 route maintenance process is insecure. Therefore, the GRID protocol is insecure. But the method cannot clearly point out the defects of the agreement, it remains necessary to find a more specific and intuitive method of agreement loopholes.
4.Conclusion
From the above analysis we can see that, for the security analysis of GRID routing protocol, BAN logic method can give a rigorous mathematical reasoning, but there are many deficiencies in this method. Because this method uses proof method, for unsafe routing protocols, we cannot figure out the cause of the loopholes even if we can prove their existence. So the improvement of the unsafe protocol still need to rely on the designer's experience. Since BAN logic analysis can only certify the agreement, this method only analyzes the source node and the destination node information on the likelihood of agreement, but cannot analyze confidentiality of the information. The next step is to use more advanced analytics, such as using the attacker model to find the attack path, facilitate accurate finding of protocol defect locations, and facilitate g improvements in unsafe protocols.
